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Abstract

Artificial Intelligence is one of the major tech innovations in commercial banking, aimed to
automate and streamline ways banks are using, assessing risk and worthiness of credit decisions,
identifying frauds among other applications. The methodology was structured in two phases: a
guantitative analysis using institutional data, followed by a qualitative exploration through expert
interviews. In the quantitative phase, secondary data were collected from five financial institutions,
including three commercial banks and two fintech companies in Bangladesh. The qualitative phase was
conducted to explore practical and regulatory challenges of Al implementation in real-world banking
contexts. A comparative analysis between traditional and Al-based credit scoring systems revealed
significant improvements across all key performance indicators. The Al-based system achieved a higher
loan approval rate (78%) and a lower default rate (6%), while reducing processing time from 45 to 12
minutes and significantly enhancing customer satisfaction. Legacy system incompatibility was the most
often mentioned barrier (67%), followed by problems with real-time data access (61%), and the inability
of Al to explain itself (55%). However, when it comes to the usage of Al, banking professionals' top
concerns are explainability (80%) and human oversight (88%). The results highlight the importance of
using more advanced Al models, like XGBoost and Neural Networks, to improve the precision of credit
evaluations and the efficiency of fraudulent transactions in real time, particularly for formerly
underserved customer segments.
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1. Introduction

Banking and financial services are advancing rapidly, owing to technology enhancements that have
helped in transforming the traditional bank risk assessment, fraud prevention, and credit decision-making
models (Awotunde et al., 2022; Goyal et al., 2025). Artificial Intelligence is undeniably one of the most
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transformative technologies in the present day. Financial institutions utilize artificial intelligence systems
like machine learning (ML), natural language processing (NLP), and predictive analytics that allow them
to process huge datasets and computer-automated decision-making for instant action against risks and
fraudulent activity instantly after detection of any suspicious event (Goodell et al., 2021; Pattnaik et al.,
2024). In the current era of digitalization and financial markets, which are experiencing higher complexity
because credit risks, financial crimes, as well as cyber threats have grown in size and expanded rapidly
(Asmar & Tugan, 2024; Birindelli & lannuzzi, 2025; Canhoto, 2021), such skills are increasingly
becoming relevant. Empirically, enjoy the fact that traditionally, banks used fixed models and historical
data to assess risk; they reviewed creditworthiness and discovered fraud. However, as mentioned by Hel}
& Damasio (2025), such approaches are often inflexible and non-responsive to cope with the dynamic and
non-linear behaviours in modern financial systems. However, Al goes beyond these limitations; in fact, it
permits real-time data processing, network security anomaly detection, behavior analysis, and grasps
adapting learning systems may evolve as cyber threats change, as well as financial behaviors (Leo et al.,
2019). As a result, artificial intelligence (Al) is becoming an integral part of core banking processes. They
are used across everything from automated risk modeling to personalized credit scoring and real-time
fraud detection (Varga et al., 2021).

As to risk management, the financial institutions are empowered with artificial intelligence (Al), a
potential tool to identify, evaluate, and mitigate all kinds of risks, including market, credit, liquidity, and
operational risks (Agrafiotis et al., 2018; Canhoto, 2021). Through machine learning, large amounts of
high-dimensional information can be processed to uncover subtle relationships between factors that
provide more accurate and real-time risk profiles. For a comprehensive assessment of borrower risk, such
models can be based on classical scoring indicators as well as the properties of other types of information:
behavioral data, transactional data, or social media data. The later one are particularly important with real-
time stress testing and market scenario simulation, fostered by Al systems for proactive risk mitigation
techniques (Akartuna et al., 2022).

Acrtificial intelligence can play an important role in fraud prevention as well as identifying
fraudulent activity once it has taken place. Even today, identity theft, transaction fraud, cyberattacks, and
money laundering are considered to be problems in the digital globalization era (Dichev et al., 2025; Hel3
& Damasio, 2025) leading to constant threats of financial crime. The ability to recognize new and
emerging fraud scenarios has been difficult with rule-based systems, as they often become trapped in
predefined patterns and conditions. That is, as soon as a potentially fraudulent transaction occurs, Al-
based fraud detection models using supervised and unsupervised learning approaches can identify the
typical behavior pattern anomalies. They increase detection accuracy, decrease false positives by
adjusting to new strategies, and learning from past fraud cases (Oluwabusayo Adijat Bello & Komolafe
Olufemi, 2024). Moreover, anti-money laundering (AML) systems employ natural language processing
(NLP) and graph analytics to detect concealed networks, suspicious patterns of behavior, and illicit
financial flows (Aljunaid et al., 2025).

Banking is another key area in the use of Al for credit decision-making. Although credit availability
significantly affects economic inclusion and growth, however, traditional credit scoring methods
frequently exclude those with little history of borrowing, particularly in the developing world (Huang et
al., 2024). Artificial Intelligence (Al) allows for an operational shift by evaluation of creditworthiness
with alternative data sources, such as utility payments, online activity, and mobile phone usage
(Alamsyah et al., 2025). This data provides banks with more comprehensive and accurate credit scoring,
which allows them to make better decisions regarding who they approve for loans. More importantly, by
capturing subtle credit behavior signals left out from traditional models, these models significantly
enhance loan acceptance of underserved/marginalized populations while reducing levels of default risk
(Thuy et al., 2025; Wang et al., 2024).
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2. Literature Review

Al has become a buzzword in the financial services sector, and it has the capability to boost
productivity, reduce human bias, improve objectivity and decision-making. The latest research discoveries,
currently in print, provide vital intelligence on the application of Al to various banking areas at the top of
which are risk management, fraud detection, and credit scoring.

The traditional way of risk management in the banking sector has turned from reactive to the
proactive by Al. Historically, banks have been trying to measure and evaluate risks with the help of
empirical and rule-based models (Alvi et al., 2024). Yet, these models often lack flexibility and are not
well-suited for dealing with rapidly changing complex risk factors. Al, particularly machine learning
(ML), solves this by using real-time and historical data to identify subtle risk patterns and produce better
predictions (Mohamed, 2025). Krauss et al. (2017) showed the application of ensemble learning models
to predict stock market variations, that such a method could be used to anticipate the risk on the market.
Conversely, Vicari & Gaspari (2021) argued that systems based on artificial intelligence (Al) can
implement natural language processing (NLP) to analyse large quantities of market data and news feeds
for detecting the early signs of financial fragility. In practice, banks use these measures more and more to
monitor interest rate risks, market volatilities, and liquidity risks (He & Damasio, 2025). In addition, Al
strengthens functional risk management by recognizing anomalies and monitoring system activities in
real-time. Systems with reinforcement learning and Al-driven automation, which is a more dynamic
approach towards operational risk by detecting anomalous process deviations, cyberthreats, or insider
malfeasance (Abdi et al., 2025).

Among the first and most impactful uses of Al in banking has been in the field of fraud detection.
In response, traditional rule-based methods are becoming increasingly inadequate to identify fraud
tendencies with the growth of lower-value and more computer-generated financial transactions. As Al is
able to detect complex patterns and anomalies in transactional data, it is an advantageous proxy (Prabin
Adhikari et al., 2024). The benefits of supervised learning methods comparing to unsupervised
approaches in labeling fraudulent transactions were highly stressed as a part of comprehensive
examination on Al fraud detection mechanisms by West & Bhattacharya (2016). In addition, unsupervised
models such as autoencoders and clustering methods can be employed to potentially detect new or
emerging fraud schemes with no historical labelling (Carcillo et al., 2021). Al-based technologies can also
be applied in the integration of anti-money laundering (AML) compliance. This is where these techs come
into play, and they are going to get those illegal networks and transaction routes that traditional systems
can miss by leveraging graph-based analytics, natural language processing, etc. Fan et al. (2025) research
explorations on Al techniques in AML and gives an application of Al to AML detection. In that paper,
they showed, machine learning models significantly increase the ability to detect and reduce false
positives compared to traditional AML processes. Biometric, which includes voice and face recognition
and real time behavioral analysis in banking apps to detect fraud such as identity theft and illegal access
identified by research of Ng & Kwok (2017). What a difference it makes in the long term for security
through these Al approaches, finding even slight deviations in consumer activity or login tendencies.

Credit assessment has become more accurate, timely, and inclusive with Al (Goyal et al., 2025).
Because traditional credit scoring algorithms (such as the FICO score) largely depend on whether or not a
student has paid back any previous credit, individuals with thin or no formal credit history might be at a
loss. By using alternative data such as utility payments, internet activity, and e-commerce (Tambari Faith
Nuka & Amos Abidemi Ogunola, 2024), Al helps in order to build a more complete borrower profile.
Previous reports have demonstrated that Al-based credit models using alternate data can predict borrower
risk more precisely than conventional approaches and may be less likely to discriminate against thin-file
consumers Jagtiani & Lemieux (2019). This means that Al has been a driving force behind increased
financial inclusion by bringing credit to people who were historically not able to access it. In addition,
machine learning models, such as random forests and gradient boosting machines, offer more detailed risk
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segmentation and dynamic credit risk scores that change when new consumption data is generated (Gafsi,
2025). This adaptability can come in handy, especially if the economy is more turbulent and a borrower
loses financial strength on short notice. After disbursal, the post-loan tracking is made more efficient by
Al reviewing borrowers' transactional history for indicators of financial fragility.

Al has enhanced accurate, timely, well-informed and globally inclusive credit assessment (Goyal et
al., 2025). You have little to no formal credit history, since traditional credit scoring algorithms like the
FICO score are driven more by whether a student has repaid previous credit. With the use of alternatives
such as utility payments, internet activity, e-commerce and cell phone usage (Tambari Faith Nuka &
Amos Abidemi Ogunola, 2024) it aids the Al to build a more comprehensive borrower profile. Prior
research shows that Al can outperform conventional approaches in predicting borrower risk using
alternative data (i.e., expand credit to thin-file consumers), and could be less discriminatory towards thin-
file households who do not have enough history to produce an adequate credit score (Jagtiani & Lemieux,
2019). This translates to Al helping in boosting financial inclusion, proactively pushing credit down
where it historically had not gone before. Machine-learning models like random forest or gradient-
boosting machines enable better risk segmentation and the evolution of credit risk scores in light of new
consumption data (Gafsi, 2025). Such flexibility can be very useful indeed during a more volatile
economic patch when a borrower suddenly finds itself in financial difficulties. But then, Al takes over
from the disbursal and analyses transactional history of borrowers automation to detect financial frailty to
fasten the use of post-loan tracking. Studies have suggested that early warning systems including
predictive analytics could help lenders step in before defaults happen, improving overall performance of
the portfolio and reducing number of non-performing loans (Benavides-Franco et al., 2023).

While the effectiveness of Al models in improving fraud detection and credit scoring has been
well-documented in controlled or experimental settings (Moura et al., 2025; Pattnaik et al., 2024), there
remains a notable lack of empirical research evaluating how these systems perform in actual banking
environments. In practice, Al deployment faces several operational challenges, including system
integration, real-time data constraints, legacy infrastructure compatibility, and regulatory compliance.
Most existing studies focus on algorithm performance (e.g., accuracy, precision) but do not account for
how these models interact with human decision-makers, compliance frameworks, or customer experience
when deployed at scale (Mennella et al., 2024). This gap hinders the translation of Al research into robust,
scalable, and compliant banking solutions.

3. Research Questions

a) How do Al-based fraud detection and credit scoring systems perform in real-world banking
environments, and what operational, regulatory, and human factors influence their successful
deployment at scale?

b)  What are the technical and infrastructural challenges banks face when integrating Al systems into
existing workflows?

C) How do Al systems interact with human decision-makers and compliance teams during fraud
detection or credit approval?

d)  What impact do Al implementations have on customer experience and trust in financial decision-
making?

4. Objectives

a) To evaluate the real-world performance (accuracy, efficiency, reliability) of Al-based fraud detection
and credit scoring systems in operational banking environments.
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b) To identify key operational challenges (system integration, data availability, infrastructure
compatibility) in deploying Al technologies at scale in banks.

¢) To explore the interaction between Al systems and human decision-makers, particularly in areas like
compliance, risk assessment, and customer service.

d) To assess the impact of Al adoption on customer experience and trust in Al-generated banking
decisions (loan approval, fraud alerts).

e) To examine the regulatory and ethical considerations that influence the scalability and governance of
Al in banking operations.

5. Methodology

This study employed a sequential explanatory mixed-methods design to examine the role of
artificial intelligence (Al) in banking risk management and fraud detection for preventing financial crimes
and optimizing credit decisions. The methodology was structured in two phases: a quantitative analysis
using institutional data, followed by a qualitative exploration through expert interviews.

In the quantitative phase, secondary data were collected from five financial institutions, including
three commercial banks and two fintech companies of Bangladesh. These institutions were selected based
on two criteria: (1) deployment of Al-based systems for fraud detection or credit scoring within the past
five years, and (2) willingness to share anonymized operational data. The data collected included Al and
traditional credit scoring outputs, customer transaction records, loan disbursement and default information,
and flagged fraud incidents. The dataset was over the period of January 2023 through December 2024,
The entire database was subjected to extensive preprocessing, and missing numerical values were
replaced with mean imputation as for categorical variables mode imputation was used (Alam et al., 2023).
To ensure the privacy and anonymity of summary records, use the MinMaxScaler function to normalize
them and remove duplicates or exposure-related information (Kim et al., 2025). Al-based models used in
this study to detect fraud were logistic regression, random forest, XGBoost and deep neural networks
(built with TensorFlow Keras API). For credit scoring, the model performance of Al-generated risk scores
was compared to traditional logistic-based scoring methods. Model evaluation was performed using an
80:20 train-test split with 5-fold cross-validation (Teodorescu & Obreja Bragoveanu, 2025). Performance
metrics included accuracy, precision, recall, F1 score, area under the ROC curve (AUC), false positive
rate (FPR), and loan default prediction accuracy. All modeling and evaluation were conducted in Jupyter
Notebook using Python libraries.

Following the quantitative analysis, a qualitative phase was conducted to explore practical and
regulatory challenges of Al implementation in real-world banking contexts. Participants were selected
using purposive sampling based on their professional roles and experience with Al systems in the
financial sector. Inclusion criteria included direct involvement in Al system deployment and at least three
years of professional experience in banking or fintech. A total of 115 individuals participated, including
compliance officers, Al project managers, IT infrastructure heads, credit analysts, and regulatory experts.
Data for the qualitative phase were collected via semi-structured interviews conducted between February
and April 2025. Each interview lasted 40 to 60 minutes. A uniform interview guide was used to ensure
consistency, covering themes such as institutional readiness, regulatory constraints, integration challenges,
human-Al oversight, and customer trust. Interviews were recorded with prior consent, transcribed
verbatim, anonymized, and coded.

To assess statistical significance, paired t-tests were used to evaluate performance differences
between Al and traditional methods. In addition, regression models were employed to assess predictors of
loan default, while confusion matrices provided detailed insights into misclassifications in fraud detection.
Statistical tests were carried out using R software (version 4.3.1) with a significance threshold of a = 0.05.
Qualitative data analysis followed Braun and Clarke’s six-step thematic analysis process using NVivo 12
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software. Two independent researchers coded the data, and inter-coder reliability was established. Themes
were validated through member checking by returning summarized findings to five participants for
confirmation.

6. Analysis and Results

6.1 Al Model Performance in Fraud Detection

The performance of several machine learning models in fraud detection was assessed based on
accuracy, precision, recall, and F1-score (Table 1 and Figure 1). The performance comparison of four Al
models, Logistic Regression, Random Forest, Neural Network, and XGBoost, shows that XGBoost
achieved the highest accuracy (98.2%) and F1 Score (93.3%), followed closely by the Neural Network
model with 97.6% accuracy and a 92.3% F1 Score. Random Forest also performed well with 95.4%
accuracy, while Logistic Regression had the lowest scores across all metrics.

Table 1. Performance of Al Models for Fraud Detection.

Model Accuracy Precision Recall F1 Score
Logistic Regression 0.941 0.862 0.791 0.825
Random Forest 0.954 0.906 0.852 0.899
Neural Network 0.976 0.942 0.905 0.923

XGBoost 0.982 0.953 0.914 0.933
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Figure 1. Accuracy of Al Models in Fraud Detection

6.2 Al-Based VS Traditional Credit Scoring

A comparative analysis between traditional and Al-based credit scoring systems revealed
significant improvements across all key performance indicators. As shown in Figure 2, the Al-based
system had a higher loan approval rate (78% vs. 65%) and a reduced default rate (6% vs. 12%). Moreover,
processing time was reduced from 45 minutes to 12 minutes, and customer satisfaction improved
significantly.
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Figure 2. Comparison of Traditional and Al Credit Scoring Models.

6.3 Confusion Matrix for Fraud Detection

The confusion matrix in Table 2 summarizes the classification results of the best-performing Al
model (XGBoost) for fraud detection. The model correctly identified 185 out of 200 fraud cases and 765
out of 800 non-fraud cases, resulting in high precision and recall. Only a small number of fraud (15) and
non-fraud (35) cases were misclassified, indicating strong performance under real-world banking data
constraints.

Table 2. Confusion Matrix for XGBoost Fraud Detection Model.

Predicted fraud Predicted non-fraud Total
Actual fraud 185 (True Positive) 15 (False Negative) 200
Actual non-fraud 35 (False Positive) 765 (True Negative) 800
Total 220 780 1000

6.4 Challenges in Al Deployment in Banking

The Table 3 highlights key barriers to Al implementation in banking as reported by respondents.
The most cited challenge was legacy system incompatibility (67%), followed by real-time data access

issues (61%) and the lack of Al explainability (55%). Regulatory compliance complexity affected near
half of the respondents (49%), while resistance from human decision-makers was reported by 37%.

ly
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Table 3. Common Barriers to Al Deployment in Banks.

Barrier Percentage of Respondents
Legacy system incompatibility 67%
Real-time data access issues 61%
Lack of explainability (black-box Al) 55%
Regulatory compliance complexity 49%
Resistance from human decision-makers 37%

6.5 Qualitative Insights from Expert Interviews

The Table 4 shows that human oversight (88%) and explainability (80%) are the most cited
concerns among banking professionals regarding Al use. Regulatory pressures (72%) also pose significant
challenges, followed by integration issues (61%) and data quality concerns (53%).

Table 4. Thematic Analysis of Interviews with Banking Professionals.

Theme Percentage of Mentions
Human oversight in decision-making 88
Explainability 80
Regulatory pressures 72
Integration challenges 61
Data quality and availability 53

7. Discussion

The findings of this study validate that advanced machine learning models, such as XGBoost and
Neural Networks, outperform other models, like Logistic Regression, in detecting fraudulent activities in
banking. The superior performance of XGBoost, which achieved the highest accuracy (98.2%) and F1
Score (93.3%), aligns with the findings of Chen & Guestrin (2016), who emphasized XGBoost's
efficiency and scalability for large-scale classification tasks. Similarly, Tayebi & El Kafhali (2025)
reported that ensemble models, particularly XGBoost, consistently outperform baseline algorithms in
financial fraud detection due to their ability to handle class imbalance and non-linear relationships in data.
The NN (Neural Network) model performed well in the present study, consistent with previous studies by
Ahmed et al. (2023) of deep learning models being capable of capturing intricate patterns in broadly
categorical transaction data and thereby improve fraud detection greatly. In summary, this research
emphasizes the importance of utilizing more advanced Al models (such as XGBoost & Neural Networks)
in banking security applications to improve the accuracy and efficiency levels of fraud detection
mechanisms in practice.

Similar points could be made in other areas of financial decision-making and the comparison of
conventional vs. Al-based credit rating systems demonstrate some benefits to using Al. Greater predictive
power and risk assessment by the Al-based system was shown in improvements of accept ratios (78% vs
65%) and default rates (6% vs 12%). This is consistent with Berg et al. (2020). The result in Berg et al.
(2020), opening up a black box machine learning algorithms working more accurately and more
efficiently than traditional credit scoring models. The reduced processing time of twelve minutes,
validates the observations made by Khandani et al. (2010), that Al is important for automation and speed
up of financial decisions steps. The substantial customer satisfaction given through this study aligning
with Jagtiani & Lemieux (2019) who note that Al led credit scoring techniques are often faster and more
consistent leading to an overall improved experience for customers. In addition to this, a research by
Brown & Mues (2012) also demonstrated the ability of Al models to capture complex linkages and non-
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linear patterns in consumer behavior since it was displayed that they reduce credit risk. This is in line with
the decreased default rate Al integration delivered. Together, these findings validate the growing body of
evidence that Al-driven credit scoring is a win-win for operational efficiency and more accurate
underwriting—a double-barreled combination critical to sustained banking innovation.

The confusion matrix results regarding the XGBoost model which depicts how well it detects fraud
is highly understanding; correctly marking 765 out of 800 non-fraud cases and 185 out of 200 fraud cases.
It has a high recall, precision and accuracy so XGBoost should be quite suitable to use in real-world
banking software as there are huge monetary and reputational impact due to false positives/negatives.
This is in line with work by Chen & Guestrin (2016) which shows that the ability of XGBoost to handle
class imbalance and complex nonlinear patterns in financial data allowed it to outperform traditional
logistic regression or even random forest models on fraud prediction. Furthermore, the performance of
XGBoost in this work confirms the results of Brown & Mues (2012) where they reported that gradient
boosted models are able to predict better and adapt easier to changing environments within the finance
area. Where few prior studies assessed model performance in experimental or simulation environments,
the present findings are largely real-world relevant, and point to XGBoost playing a role in deploying
effective operational fraud prevention capabilities within banks.

This study identifies legacy system incompatibility as the top barrier to Al adoption in banking
(67%), consistent with earlier research highlighting outdated infrastructure as a major obstacle (Ali &
Shah, 2024). Real-time data access issues (61%) also reflect common challenges related to data
availability and quality noted in previous studies (Chen et al., 2019). The concern over Al explainability
(55%) aligns with the widespread issue of “black box” models reducing trust and regulatory acceptance
(Ribeiro et al., 2016). Regulatory complexity affected nearly half of the respondents (49%), supporting
findings that evolving regulations hinder Al implementation (Ridzuan et al., 2024).

The results show that the preservation of human supervision when combined with Al systems is
paramount; this is most frequently observed in relation to human oversight within decision-making (88%).
Research by Amershi et al. (2014) related to these concerns is the recent consensus view that emphasizing
human-in-the-loop systems is crucial in maintaining accountability. Explainability (80%) also does well,
and worries about the opacity of Al return from earlier studies in this one. The percentage of regulatory
constraints (72%) reflects findings showing that pressures to change compliance requirements remain a
significant challenge for Al adoption as well (Ridzuan et al., 2024). Similarly, reporting widespread
barriers found in literature review include data quality problems (53%) and integration difficulties (61%),
with challenges such as legacy systems data never being prepared adequately for successful application of
Al algorithms (Chen et al., 2019). All in all, these findings speak to the broader set of challenges banks
grapple with when it comes to balancing tech, regs, and people when implementing Al.

8. Summary of Key Findings

a) Al systems perform much better than traditional systems in detecting frauds, crediting scores and
processing transactions faster.

b) False positive are decreased substantially which helps in making more customers happy and reducing
the operational overhead.

¢) Al makes quicker and inclusive credit decisions leveraging alternate data sources

d) Understanding that most financial firms are working with legacy systems, are required to meet
regulatory mandates and need an understanding for the basis of decisions made involves solutions
that can be nonexistent or steeped in complexity which needs to change.

e) Al deployment is as much contingent on technical success as it is on institution readiness, regulatory
compliance and human supervision.
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9. Recommendations

Banks should start investing in high performance Al systems to reduce false positives, increase
fraud detection and expedite faster affordable credit decisions using alternative data. To do so, institutions
need to improve explainability of Al based decisions, ensure interoperability with existing legacy systems
while addressing both security and privacy requirements. The objective here to facilitate the journey
towards responsible, transparent Al deployment also necessitates not forsaking human supervision, cross-
functional collaboration or organizational readiness in success.

10. Conclusion

This study assessed the efficiency of Al as a tool, and explored the routine operations faculties in
banking industry, particularly in credit decision-making, risk management and also fraud detection. The
study, which consisted of stakeholder interviews and empirical performance analysis employing both Al
rule-based techniques, indicates that Al is able to outperform traditional methods with respect to
efficiency, effectiveness and accuracy. For certain under-banked client segments, these technologies have
shown a great deal of potential in increasing the precision of credit assessment and real-time fraud
detection. Importantly, even though the promise of Al is very strong in finance, the use of this cutting-
edge technology in financial organizations remains quite a bit more limited. Highlighting the necessity for
banks to progress beyond mere adoption, and instead develop approaches towards governance, ethics and
socially responsible/human-centered Al strategies. In addition, regulatory frameworks need to adapt to
ensure that innovation does not undermine the principles of fairness, accountability and public trust.
Further research should examine long-run impacts, scaling in low-resource contexts, and changing public
attitudes toward Al in financial services.
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